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Cyber security incident handling training

Cyber exercise program based on actual corresponding
procedure against cyber security incident

| Purpose
® To improve ability to respond to cyberattacks
grasping whole situation and its cause, handling incidents properly and
communicating with relevant persons (CISO, employees , vendors etc.)
| Target Person

® IT security managers and engineers of government and enterprise
such as CSIRT(Computer Security Information Response Team)

| Details
® 4 people/team X N teams
® 2-3 day training
(Lectures + exercise)

® Experience cyberattacks
under simulated networks

Instructor and tutors
SUpROTt trainees
during practice,
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QOrganization & based on past data and frends ("what could happen?")
Governance
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Recommendation System for Evidence-Based Policy Making

Feature 1

Easily making traffic visible by analyzing numbers of vehicles, origin and destination and
abnormal movements at complicated road(Roundabout/junction) with Al technologies

OD From to Jo EUEEISSUUERTESAEETIO I  download

Numbers of Car, Track, Local Vehicle per OD  [NFTeSE NN Recoimmend

Road B needs to change
from these options
CLICK here for details

e _—

Feature 2
Advising effect and possible suggestions for making traffic policy, based on Japanese
advanced and historical traffic data-based knowhows, when alert is issued.
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6. TOMBERR

Our Value Chain Solution (Vision)

- Analysis engine construct a virtual field model onto the cloud platform using fact data from the field.
» Utilize its model, it derive the best moment and things to do in order to support decision-making in value chain

@ Collection @ Analysis @ Value proposition

Satellite

ite pictul

Cloud analysis
platform
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6. E¥DihBSEIH®

o tomsEM® |
E-money Solution for Aid Program

| This is an electronic payment method (e-money, e-voucher, etc.) service for
"BOP layer / small farmer"” who wants to secure business funds "safely” and
"systematically” from cash.
Compared with traditional paper cash, it can be introduced "safely"” and
"efficiently".

| Target in Aid Program
[]

Y [svor| ",
‘r’m T-' T?ﬁm é ‘.I‘ " #; g #ls yu lp: )
NINENE NENENS NN
aliln It = AL (i i i
BOP people including small Outlet/Shops Owner of businesses for rural
farmers in villages area

| Expected Effect for the target

Improve Increase
i | | i e
Management | Investment | Revenue
¢ - s = e cgst Efficiency
Living

Use cases and basic solution menu

| Use cases
® Money Transfer for aid
® Payment for Materials
@ Savings/Co-payment for subsidy
® Loan (Including VSLA: Village Savings and Loan Association)
@ Beneficiary Identification
® Management of Beneficiary Information
@ Recoding of Inspection/Training history of Beneficiaries

| Basic solution menu

Initial cost Monthly cost
Device/Media Installation Support Basic service
card ||| Setup cloud Cloud server basic fee
CARD server service - Balance
F R ition /a1 managament
Tablet terminal ace Recognition . - User profile
software license S4@ management
- Restriction control
Installation o - Reporting
/Training ™ - Campaign
- Money Transfer  etc.
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Our Value Chain Solution (Vision)

» Collect facts on the field using technologies and visualize them on the map to consider and implement measures.
= Support scouting work in order to capture early waring and reduce the risks of trouble.

@ Collection 2 Integration HUB (3 Value proposition

Satellite
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6. ZDihSEER

Examples of current smart building technologies

Rainwater management
and smart irrigation

Video surveillance and
intrusion detection with
perimeter protection

Adaptive and LED lighting -

Predictive maintenance — Workspace

reservation

Smart parking

Occupancy-based thermostats
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The best solution for enhancing airspace safety
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6. TDMSEHE

What is Telematics Dashcam ?

» Installing OBU (On-board Unit) with built-in mobile communication and a camera
which can record various types of driving data such as dangerous driving
and occurrence of accidents in real-time,
Telematics Dashcam solves your problems on vehicles and drivers.
1. Check Drive Routes and Prevent Fraud
2. View Accident Situation for Proper Handling
3. Check Driving Skills and Support Safe Driving

Wy, GPs i
!1 Mobile 3G network Dangerous driving
&urjm] _ alert e-mail
(@"cﬂ)) [n Wehicle Operation
g ] Manager
E 3 Int t p}
nterne [ \n
W
0OBU with mobile~epmmunication ; § o "Lt SETEE
and camera v 1y q

Web browser access to
admin screen
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Traffic Control System for CASE era
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° fg'ﬁHiﬁ@@ﬂﬁfﬁ’é%iﬁj’ék&)l:,fiﬁ%@%ﬁﬁj{ﬁ*ﬁylib Predict traffic condition from road-side sensors and probe vehicle information

Large-scale traffic management system that ensures safe and smooth road traffic MOBZEICHAILET —92AITEE
s p . — S -
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Cutting-dga central control aigorithm ‘abiout 5,000 ne Make Al to study and analyze the accumulated traffic data

=To explain this in more detail, Al learns the correlation between probe vehicle

and sensor information near intersection
.
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Provide total system solutions from center system to terminal devices, and engineering services Brings in Al with the knowledge about the accumulated traffic data to forecast
the future traffic condition of the area w/o sensor
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The systems have been employed in many facilities including the Traffic Control Center of Tokyo Metropolitan Police Department,
with is one of the largest center in the world

(HREBABOSHRFHEEHTE I —M. SHOBB(CIIFLAEMRA (FO— T IBRIBEf, > TSt HEMOMAICES )
The systems have been used for Tokyo Metropolitan Police Department RIHEITLEER S AT AETAFRHAFED
(World largest traffic control center) and other prefectures. Under developing next generation traffic control system
which utilizes both vehicle probe and road-side sensor

| information.
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Experts W s 1:: % w Engineers forthe next
@®Information search & collection (loT etc.) (@Information search & collection (Al etc.) (3Operation (Robot etc.)
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Management
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6. TOMSEWER

Benefit for society by PS-LTE

ige of PS-LTE applications & solutions

1

Casel. Case?2. Case3.

Crime Prevention In Disaster Prevention With Improving Survival

Crowded Area Accurate Information Rate By Remote
Sharing Medical Guidance

Ry

By linking with a face recognition Sharing of visual information Quick and accurate on-site triage,
system, information regarding such as photos/videos taken from appropriate first aid and
terrorists and other suspects can rescue workers’ devices along advanced medical treatment in
be sent to each terminals to with voice communication, can ambulance can be performed
prevent potential incidents from help make efficient rescue plans with remote guidance from
occurring and early evacuation doctors in hospital
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6. ¥OihBSEIH®

Travelers are quickly and accurately identified and allowed to enter

or leave the country at the Immigration Counter.

Existing Immigration System Biometric Authentication System
| (2 I

I \
1
| Immigration Counter | O, o\ I |
)
| | h. 9’" ! |
[ | | [
i 1 I I
| Biometric Authentication |
I Camera Fmgerprlnt I e !
i Scanner | i / i
! | y I I
)

] Z 1 2 |
: 'kol@ 4/‘0 | Watch List ,
: I : Database :

|
| Traveler | | Ex - Expired Passport I
1 I I - Illegal Residents I
| | | - Overstay person |
\ Border Control Area / \ ) $:::;l:iasltssffl:())r:|“ ‘;(():l",coe |
\ (Airport, Seaport, etc.) 7 \ /
W e o e e e e - ~ 7’

| Can detect & Stop entry of terrorists & criminals on watch list

| Can_link to criminal information from police &
detect person "Do-not enter” at immigration counter

| Can _contribute to more efficient & secured border control
(Authentication is completed in seconds)

[Fact: Many illegal entry per year are detected in Japan ]
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EID System - Enhance Public Service by Biometrics

Contribute to prevent double registration and various injustice action
by biometrics matching technology

_ | Driver icense |
Perraon
Identification System J, mert ml

m \— I
« Passportissue [ wviIsA

* Driver icense Biometrcs OB
- Pensionrecewe

« Unemployment insurance recene
« Voter registration

Voter
register

Pension
receive
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Various Application Using Precise Weather Forecast

o DATA COLLECTION 9 SIMULATION BASED ON a GLOBAL WEATHER ° CUSTOMIZATION

[SENSORS) BIG WEATHER DWATA FORECAST DELIVERY [SOFTWARE FROVIDER)
______________________________________________
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6 S50LUTION TO END USER FOR OPERATIOMNAL USE

WEATHER DaTA
FROMA MATIOMAL

Fleod Prediction

PAETECIRCIGICA . MARITIME AGRICULTURE § k0 DISASTER RELIEF
EMCIES ; A Fuel Optimization Crop Growth Prediction Wild Fire Predicticn
Supply Chain Manitoring w Fertilizer Management Hurricane Prediction

! ! AVIATION MINING ' RENEWABLE ENERGY

I_--T--;-F”T-F-.-_ 1 | Fuel Optimization = Operation Scheduling Generation Predictian
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men in rural area,
it health checkup to
tomers as preventive medical service.

We provide preventive health checkup service with the tablet app and devices

1. Measurement 2. Lifestyle question & advice 3. Give health booklet

Heighn
- Weight
o Vaist
= Blood Pressure
. Blood Sugar

We contribute to efficient healthcare management
by data visualization and future prediction with Al.

Health data visualization ‘ Future Prediction with Al ‘

Prediction of health and cost

Health map

EE;V'B£;7

-Risk estimation

-Personal recommendation
-Medical expense estimation
-Missing data completion

Health Status
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Digital EPCI Digital O&M

Predictive maintenance

Robotization & Automation for i “' i
higher performance and safety Early identification of scaling

Safety Barrier Management

Next generation data _Smart people management for
architecture, connectivity and increased productivity and safety
sensors/loT
Digital emissions (incl. CO,) control
to optimize environmental exposure

Digital procurement for
lifecycle cost & performance
optimization

Digital management system to
support increased productivity

Advanced analytics-based
production optimization

Digital twin, agile engineering,
standardization, and smart

construction Digital procurement and supply

chain for seamless operations
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