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Outline

Target of this course is the person in charge of the policy relating to cyber security. In order to reinforce cyber security

measures in ASEAN region, this course focus on a capacity building for cyber security

policy formation and implementation

among ASEAN region countries by considering/examining cyber security action plan in each country through exchanging taken

measures and initiatives in ASEAN countries.

Objective/Outcome

Target Organization / Group

Objective
The goal of this course is to reinforce cyber security measures in ASEAN region by
planning appropriate cyber security policies and promoting implementation of
necessary measures in ASEAN region countries.

Outcome
1. The participants can explain the differences between the policies of the country
and Japan and other ASEAN countries by acquiring knowledge about the basic matters
relating to cyber security policy and critical infrastructure protection policy in
the ASEAN countries,
2. The participants can consider/apply the case study in Japan by understanding focus
area and issues of strengthening cyber security policy in Japan.
3. The participants can propose an action plan for improving cyber security policy of
the country. in the country based on the knowledge obtained in this course.

Target Organization

Government agencies (ministries and
agencies)

Government CSIRT

National CSIRT

Target Group
1. The person in charge of the policy
relating to cyber security (A
Framework on cyber security, Strategic
planning, Legal system, Formulation of
policy, Implementation of measures
required)
2. Director, Deputy Director or a
person of equivalent

Contents

2018/01/28 2018/02/10

1. Pre Activity
Composing an Inception report.
2. Main Contents in Japan
(1)Lecture
a. Basic information in Japan and exchange information among participating ASEAN
countries
b. Current activities and future plans of cooperation in ASEAN region
. Measures related to critical Information Infrastructure Protection in Japan
Initiatives related to important cyber security policy in Japan
Latest technology/threat and the incident response activity in Japan
Standardization on Information security management.
Control system management
. A trend of international discussion on cyber security and cyber space
i. Composing action plans
(2)Workshop
A discussion among participants and lectures about one or two themes related above
contents. Theme is intended to change every year.
(3)Facility tour
A site visit to the R&D facility related to Critical Information Infrastructure
Protection.
3. Post Activity
Report the action plan to the participant’ s organization, and a member of
""Japan-ASEAN Information Security Policy Council™.
The implementation of the action plan.
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