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Management System Manual
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1. Introduction
The Government Information Security Management System Manual (GISMS Manual)
is defined that Royal Government of Cambodia establishes, implements, checks and
takes actions as a body of Government Information Security Management System,

under the Government Information Security Management System Policy (GISMS
Policy) declared by its Prime Minister, the chief of the government.

2. Scope
GISMS Manual covers all thirty-one government organizations stated as follows;
1. The Office of the Council of Ministers,
. Ministry of Agriculture Forestry and Fisheries,
. Ministry of Commerce,
. Ministry of Culture and Fine Arts,
. Ministry of Economy and Finance,
. Ministry of Education Youth and Sports,
. Ministry of Environment,
. Ministry of Foreign Affairs and International Cooperation,
9. Ministry of Health,
10.Ministry of Industry Mines and Energy,
11.Ministry of Information,
12.Ministry of Interior,
13.Ministry of Justice,
14.Ministry of Labor and Vocational Training,
15.Ministry of Land Management, Urban Planning & Construction,
16.Ministry of National Defense,
17.Ministry of Parliamentary Affairs and Inspection,
18.Ministry of Planning,
19.Ministry of Post and Telecommunication,
20.Ministry of Public Works and Transport,
21.Ministry of Religions and Cults,
22 Ministry of Rural Development,
23.Ministry of Social Affairs Veteran and Youth Rehabilitation,
24 Ministry of Tourism,
25.Ministry of Water Resources and Meteorology,
26.Ministry of Women Affairs,
27 Municipality of Phnom Penh,
28.Secretariat of Public Service,
29.Secretariat of Civil Aviation,
30.National Information Communications Technology Development Authority
(NiDA) and
31.Permanent Mission of the Kingdom of Cambodia to the United Nations.
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3. Normative References, Terms and Definition
3.1.Normative References

The following referred documents are indispensable for the application of this
document.
ISO/ISE 27001: 2005 Information technology — Security techniques — Information

security management systems — Requirements
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scope by information system network to effectively decide controls and
treatments against threats. It needs careful to scope by organization chart,
because it sometimes makes difficult to implement. The initial version of
GISMS focuses only on Client PC as the minimum subset of fully-scoped
ISMS developed in the future.

4.1.3. Assess Risks
Assess Risks procedure consists of five steps; Identify Information Assets,
Evaluate Information Assets, Check Potential Risks, Identify Risks and
Evaluate risks. The detailed procedure is defined in Risk Check Book. Please
refer to an instruction in Risk Check Book. (See Appendix.l1 Risk Check
Instruction)

Step.1 Identify Assets
Identify assets. Risk Check Book has 6 default assets. 4 assets out of 6,

such as Facility, Paper, Client PC, and Network & server assets are
supposed to be defined by department for each to check by itself.

Step.2 Evaluate Assets
Next step is to evaluate assets. There are 3 elements of evaluation,
Confidentiality, Integrity and Availability. Select one class of each
according to the criteria shown below.

1: Confidentiality evaluation

# Class Evaluation Description

Ci 1: General 1 Open information assets which go to public

C2 |2: Internal 2 Information used only in a government business operation
C3 |5: Confidential |5 Confidential among limited authorized people

2: Integrity evaluation

# Class Evaluation Description

1 1: Low 1 No impact on business continuity by falsification
12 3: Middle 3 Operational cost impact by falsification

I3 5: High 5 Political impact by falsification

3: Availability evaluation
#

Class Evaluation Description
Al 1: Low 1 Out of service allowed over twenty four hours
A2 [3: Middle 3 Out of service allowed up to twenty four hours
A3 |5: High 5 Qut of service a_IIowed up to four hours

The total evaluation of an asset determines the total points of 3 elements. Review and revise
confidentiality, integrity and availability evaluation if you feel a total asset value is different
from actual.

4: Asset evaluation ( Points = Confidentiality + Integrity + Availability )

# Class Evaluation [Points Description

Asl |1: Low 1 3to 6 Assets to impact moderately on an operation
As2 |2: Middle 2 7 to 12 |Assets to impact enormously on an operation
As3 |3: High 3 13 to 15 |Assets to impact enormously on an governing

Step.3 Check Assets
Check assets. Just select Yes or No for each check item.
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