Appendix.1 Risk Check Instruction

Risk Check Book Instruction
[
Risk Check Book is used in a plan phase of ISMS. Follow the instruction below step by step.
|Step 1 Identify assets.
Step 1.1 |Walkthrough the assets listed at column C in Risk Check sheet. It defines six types of asset;
Information, People, Facility, Paper, Client hardware and software, and Network and server.
|Step 1.2 |Divide assets according to the organization structure.
Information and People assets are supposed to be defined at ministry level in accordance with the usual governance .
Facility, Paper, Client hardware and software, Network and server assets are supposed to be defined by department
for each to check by itself.
|IStep 1.3 |Edit column C & D according to the division you made at Step 1.2.
You can copy & paste an asset by row in order to check by department. However,
an asset has multiple check items to identify risks. Be careful to copy a group of rows to include all items.
|Step 2 Evaluate assets.
Step 2.1 |Evaluate confidentiality, integrity and availability to apply the criteria described in Evaluation Table sheet.
You can select one from a pull down menu in each field at column G, H and L.
Use a default value if you feel difficult to evaluate.
|IStep 2.2 |Risk Check sheet automatically display the total evaluation of an asset at column J.
Review the result and check with the criteria listed in Evaluation Table sheet.
Revise confidentiality, integrity and availability evaluation if you feel a total asset value is different from actual.
|Step 3 Check assets.
|Step 3.1 |Read column L and M, and choose just yes or no at column N.
|Step 4 Evaluate risks.
|Step 4.1 |Evaluate threat and vulnerability to apply the criteria described in Evaluation Table sheet.
You can select one from a pull down menu in each field at column P and R.
Read the description of each threat at column Q for assistance to decide threat evaluation.
Use a default value if you feel difficult to evaluate.
|IStep 4.2 |Risk Check sheet automatically display the total evaluation of a risk at column T.
Review the result and check with the criteria listed in Evaluation Table sheet.
Revise threat and vulnerability evaluation if you feel a total risk value is different from actual.
Go to Step 5 if the total risk is High.
Consider the consistency of ISMS if the total risk is Low
and make an arrangement if any (e.g. update the existing rulebook or update the control reference at column V.)
|Step 5 Decide controls.
|IStep 5.1 |Read the description of default control contents at column U.
|Step 5.2 |Read the description of sample information security rulebook referred at column V.
Step 5.3 [Decide the applicability of implementing the rule and procedures in the sample information security rulebook.
Decide the alternatives if not applicable.
Step 5.4 [Update the control contents at column U, reference at column V,
and the rule and procedures which is applicable and can be implemented to the organization.
Step 6 Evaluate risks after control.
|Step 6.1 |Evaluate threat and vulnerability to apply the criteria described in Evaluation Table sheet.
You can select one from a pull down menu in each field at column W and Y.
Use a default value if you do not change the controls and the rule and procedures in the sample IS handbook.
|Step 6.2 |Risk Check sheet automatically display the total evaluation of a risk at column AA.
Review the result and check with the criteria listed in Evaluation Table sheet.
Revise threat and vulnerability valuation if you feel a total risk value is different from actual.
Step 6.3 |Make sure it is preferable to get each total risk classified as Low.
Decide take additional actions to lessen risks, or describe a residual risk statement to accept.
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SECTION 4
Government Information Security
Management System Risk Check

- Drafted by Yusuke Tanaka, JICA Expert
- Edited by ICT Security Management Technical Team (iSMTT).
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