Anti-virus Anti-virus Protection Procedure | ISO CISO
Software in Chapter 6.5.1 Desktop PC

Scan Log

Promissory Chapter 7.2 Promissory Letter | ISO CISO
Letter Submission

-End of List-
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SECTION 6
The Statement of Promise
For Government Information Security
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The Statement of Promise
for Government Information Security

I hereby state the promise as follows, in order to keep government
information secured as an official of Royal Governement of
Cambodia.

-1 am always compliant with Government Information
Management System Policy, and with rules and procedures
defined in Government Information Security Rule Book at the
ministry I belong to.

- I am responsible for that

— It is always considered whether I acquire, process or save
confidential information. I do not expose information against
any risks of leakage, falsification and inaccessibility;

— It is assured to lock up an office entrance, a cabinet and a
desk drawer before walking away for any moment.

— An auto-detection function of anti-virus software is activated.
I update a virus definition file at least weekly. A storage
device of my PC is scanned weekly and any external storage
devices (e.g. FD, Memory Card/Stick and HDD) has to be
also scanned when to connect to my PC.

- I fully understand the information security risks and the breaches
of information security may be led to receive any penalties by
authority.

Signature
( Title: )

Date
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Notes on this GISMS1.0 Rev.1:

1. This revised GISMS companion consists of PART | and PART Il, which
have jointly been prepared by NiDA and JICA experts between November
2008 and November 2009 under the Project for "Capacity Development on
ICT Management at NiDA".

PART | Additional Documents (prepared in 2009)............ccceeuvunenenn. 5
SECTION 1 GISSC Fundamental Policies...........c.ccocoviviiininnn. 7
SECTION 2 GISSC . 13
SECTION 3 Office Information Security Check Book.................... 27
SECTION 4 Presentation Materials...............cocoiiiii 35

Government Information Security Standard Criteria
Introduction...... ..o 35
Information Asset Classification.......................... 51
Ten Major Threats..........ccoooiiiiiiiiiiceee, 89
Role of CamCERT of ISMTT.........coceoiiiiiiinn. 123
CamCERT Activities 2009...........ccccveiivienann.. 143
Roadmap to Government PKI Introduction.......... 175

PART Il GISMS1.0 (released in November 2008)................ccovenenns 187

SECTION 1 Government Information Security Management

SYStEM. e 191
SECTION 2 Government Information Security Management

System POlICY........oviiiii 213
SECTION 3 Government Information Security Management

System Manual...........cooooiiiiiii 217
SECTION 4 Government Information Security Management

System Risk Check...........coooiiii 231
SECTION 5 Government Information Security Rule................... 255
SECTION 6 The Statement of Promise For Government

Information Security...........coooiiii 275

2. Information Security at Government Level will developed as envisioned in

the next page,

i.e. “Proposed Government Information Security

Strengthening Initiatives”.



Proposed Government
Information Security

Strengthening Initiatives

Keys
IS: Information Security
ISPC: IS Policy Council

NISC: National IS Management Center

CIP-TF: Critical Infrastructure Protection Taskforce
CIC: Cyber Security Information Center

GSOC: Government Security Operation Center
GISMC: Government IS Management Committee
GISMS: Government IS Management System
GISSC: Government IS Standard Criteria

Phase 3 at
State Level

IS Policy Council (ISPC)

National IS Management
Center (NISC)

CIC (as GSOC)

Phase 2 at

( P'_"ase 1 at Government IS \
NiDA Level Management
Committee
Feb. 2008 - Jan. 2010 (GISMC)

Government
Level

ISAC of Each
Industry

ISAC: Information Sharing
and Analysis Center,
organized in private sector

mental
Policies

Staff of Each Ministry
ISMTT as IS Management
Team
CSIRT
\(CamCERT/GCERT) J
Gisms1.0 | SISsC
Funda-
Rev.1

GISsC Ministry's
Manuals/
k ) Guidelines
Systems, Tools
and Firewall
Documentation

Anti-Virus/-Malware
Application Software

Ministry's
Policy &
Standard

Information
Asset

Classification

Various IS

Measures

Various IS

Technology Manuals
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