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Notes on the Proposal

Notes on the Proposal

This proposal for the Action Plan will aim at guiding NiDA toward performing a
“Comprehensive, Perspective and Sustainable Approach to Enhancing Functionality of NiDA to
Provide Effective and Secure ICT Services in Cambodia”.

The proposal for the Action Plan has been prepared by the JICA Expert Team based on the
outputs of “Capacity Development on ICT Management at NiDA ” supported by JICA, Japan, for
which they thoroughly worked together with the counterparts of NiDA.

Since the proposal is a compilation of the outputs of the Project as mentioned above, the advice,
suggestions and recommendations urged by the experts are indicated herein as the necessary
actions to be taken; those actions are considered imperative, essential and necessary with a
certain priority. Thus, the Action Plan naturally aims to be a proposal to NiDA for what NiDA
has to do so as to accomplish its roles and missions from now. Each action to be taken will be
tangible, constructive and feasible by NiDA.

Here, intentionally, milestones (deadlines) and cost estimates have been eliminated from each
action; most of the actions can be done within a year without extra budget, whereas the project
type action, “Establishment of NISC”, is obliged to be dependent on the donor’s schedule.

Source: Wikipedia
The word of “entity” means “ministry or agency of RGC” herein. The plural is the same.

The Action Plan should normally be reviewed and revised on the basis of “PDCA cycle” every
year. Also, it will be a must for NiDA personnel to run “PDCA cycle” even in their daily routine
practice.
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Coverage of Actions Considering Comprehensiveness, Perspective and
Sustainability

As a result of the outcomes of the Capacity Development Project, the following coverage of
actions can be proposed toward accomplishment the three crucial missions of NiDA. In
implementing these actions, it is desirable that staff of NiDA always ruminate over the keywords,
I.e. comprehensiveness, perspective and sustainability.

Coverage of Actions to be Considered

Areas Actions to b Crucial Missions

Policy A. National ICT Policy Update

e-Government
Service
Deployment

Planning B. e-Government Service Deployment

INESIPMTE ¢ Network Infrastructure Development

Information D. GISMS Promotion

Security

National
ICT
Policy
Update

E. CSIRT (CERT) Evolution

FOSS Promotion F. FOSS Development

Comprehensiveness

Information
Security
Initiatives

Human G. e-Learning Buildup

Resources
Development H. ITEE Introduction on a Trial Basis]

I. Other Institutional Strengthening ’

Perspective & Sustainability 4"




List of Actions to be Taken
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iﬁltéonf Category Action to be Taken Remarks
A-1 ICT Policy Sub-decree issuance on National ICT
Policy
Preparation of Internal ICT Policy of
) . NiDA consisting of ICT Policy for e-
A-2 ICT Policy Administration and ICT Policy for
Information Security
B-1 e-Government Service | Preparation of Portal Enhancement Subject to PAIS
Deployment Plan Expansion
: Nationwide e-Government Service .
B-2 e-Government Service Deployment Plan Based on Cloud Subject_to PAIS
Deployment . Expansion
Computing
Establishment of GISMC
D-1 GISMS Promotion | (Government Information Security
Management Committee)
D-2 GISMS Promotion GISMS Dlssemlnatlon to G_ISMSl.O Rev.1
Government Offices will be used
D-3 GISMS Promotion | Preparation of GISMS2.0/3.0
D-4 GISMS Promotion | Continuous PKI Study
Subject to Phases 2
D-5 GISMS Promotion | Establishment of NISC and 3 of JICACD
Project
CSIRT (CERT) : CamCERT and
E-1 Evolution CSIRT Capacity Development Kh-GCERT
G-1 e-Learning Buildup | e-Learning System Development
G-2 e-Learning Buildup Khmer e-Learning Contents
Development
Subject to
H-1 IT Engineers Exam | IT Engineers Exam on a Trial Basis | Establishment of
CITEC
I-1 Other Institutional Forming 6 Taskforce Teams

Strengthening
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Importance, Priority and Relevance of Each Action

Action RENES
\[o} ABIEN D13 TELER Importance Priority Relevance
A1 gglbi;:()j/ecree issuance on National ICT %Kk * % * %Kk
Preparation of Internal ICT Policy of
A-D NiDA consisting of ICT Policy for e- * % * *

Administration and ICT Policy for
Information Security

B-1 Elrzrp:aratlon of Portal Enhancement * % yarare * A K
Nationwide e-Government Service

B-2 Deployment Plan Based on Cloud * * * %
Computing

Establishment of GISMC
D-1 (Government Information Security * % K * % K * W&
Management Committee)

D-2 GISMS Dissemipation to * xR * xR * A K
Government Offices

D-3 Preparation of GISMS2.0/3.0 * * % *

D-4 Continuous PKI Study * * * %

D-5 Establlsh_ment of I\_IISC (National yarare yarare yarare
Information Security Center)

E-1 CSIRT Capacity Development * * W % * % %

G-1 e-Learning System Development * * *

G2 Khmer e-Learning Contents * % * *
Development

H-1 IT Engineers Exam on a Trial Basis * W * % K * WK

I-1 Forming 6 Taskforce Teams * * W % *

Key

— Importance: W % % Imperative W W Essential W Necessary

— Priority: Y % % Immediate W % Urgent W ASAP
— Relevance: judged from the social aspect.
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Ver.1. 0 as of Dec. 2009

Action No. A-1 Sub-decree issuance on National ICT Policy
Category ICT Policy
* % &
It is necessary to establish the National ICT Policy as a general
Importance principle of ICT development in Cambodia.
The National ICT Policy should be set up, taking into account
ease of handling of such a Policy by NiDA as well as all the
entities.
* %
Priorit Action to be taken urgently, not to repeat the same experience
y e A L) .
again in preparing the existing draft Policy between 2004 and
2007.
* % %
Relevance It should be considered now that Cambodia is only the country
among ASEAN nations, which has no national ICT Policy.
Cambodia can declare the establishment of the National ICT
Benefits policy to international society, which can prove its stability of

business environment. The draft National ICT Policy covers
global warming issue and WID (Women In Developing).

Expected Difficulties

Need to convince other entities of its necessity

Sustainability

N/A

Related Ministry and/or
organization

OCM and all the entities

Consideration

It is an urgent matter to establish a National ICT Policy which
govern and handle common issues and general matters of ICT
development in Cambodia; the National ICT Policy will not cover
any specific ICT policy relating to each entity of RGC except for
common issues and general matters of ICT development.

Reference

National ICT Policy — Policy Proposal for the Royal Government
of Cambodia
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Structural Aspects of e-Government
Development at Each Ministry

NiDA w (MinistryA w (MinislryB w (Ministry C w Ministry N

ICT Policy on General Issues and/or Common Matters (Lead Office: NiDA)

ICT Policy for e- | ICT Policy | | ICTPolicy |

| ICT Policy | ICT Policy

| ICT Strategy | | ICT Strategy |

| ICT Strategy | ICT Strategy

ICT Strategy for

ICT Master
Plan

ICT Master
Plan

ICT Master
Plan

ICT Master
Plan

e-Administraton
ICT Action ICT Action

ICT Master
Plan
Plan Plan

ICT Action
Plan

ICT Action
Plan

ICT Action
Plan
ICT-Related ICT-Related

ICT-Related ICT-Related
Law System Law System Law System Law System
ICT-Related Development Development Development Development
Law System
Development
ICT Sysem ICT System ICT System ICT System
ICT System Development Development Development Development
Development,
including
CGAISIPAIS | ICT HRD | | ICT HRD | | ICTHRD | ICT HRD
ICTHRD —

Ten To-Do List for Drafting National ICT Policy
to Dealwith General Issues and Handle
Common Matters of Government on ICT

ICT Frameworks
1. [ICT Development Framework] 6.
Develop a national ICT framework to ensure
optimal national economic and social stimuli
2. [e-ASEAN Framework Agreement] 7.

Take measures towards achievement of the e-
ASEAN Framework Agreement, and make
efforts to keep up with ICT at ASEAN level 8.
by promoting and innovating ICT in
Cambodia

3. [ICT for Government Services] 0.

Enhance government services through
further utilization of ICT applications

4, [ICT for Private Sector Development and 10.

Reform]

Promote utilization of ICT for private sector
development and reform as well as for growth
of e-Commerce environment

5 [ICT Literacy]
Enhance the level of ICT literacy of the

population | CT Seryices

ICT infrastructure
[ICT Infrastructure

Develop a safe and reliable national ICT
infrastructure nationwide

[ICT Industry Development]

Promote growth of national ICT industry and
establish its links in the ASEAN region

[ICT Human Resources Development]
Develop competitive and skilled ICT experts
and savvy ICT human resources

[WI1D] ICT Development

Consider WID (Women In Development) In

ICT Sector

[Global Warming Issue]

Endorse awareness of ICT as a means to

combat against Global Warming (Global

Climate Change) .
Commitment to

Global Issues

10
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Ver.1. 0 as of Dec. 2009

Preparation of Internal ICT Policy of NiDA consisting of ICT

Action No. A-2 Policy for e-Administration and ICT Policy for Information
Security

Category ICT Policy
* %

Importance It is necessary to establish an internal ICT Policy of NiDA for
guiding principle of ICT development relating to NiDA, which
will mainly cover areas of e- Administration (e-Government) and
information security.

*

Priority Action to be taken as soon as possible, considering that creation of
such an internal ICT Policy will lead NiDA to sole ICT control
and management authority in RGC.

*

Relevance The internal ICT Policy of NiDA will be able to be a good sample
of ICT Policy for other entities.

As a result of establishing the internal ICT Policy, NiDA can
choose a right way for preparing ICT Strategy and Plan and

Benefits developing ICT related laws.

NiDA can declare the establishment of the internal ICT Policy
to other entities, which will lead them to what internal ICT
policy should cover at entity level.

Expected Difficulties

Nothing in particular

Sustainability

N/A

Related Ministry and/or
organization

OCM

Consideration

It is an essential matter to establish an internal ICT Policy which
consists of ICT Policy for e-Administration (e-Government of
NiDA) and Information Security. ICT strategy, plan, related laws
will be constructed under this internal ICT Policy as well as the
National ICT Policy.

Reference

National ICT Policy — Policy Proposal for the Royal Government
of Cambodia

11
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Structural Aspects of e-Government
Development at Each Ministry

NiDA w (MinistryA W (MinistryB w (Ministry Cw Ministry N

ICT Policy on General Issues and/or Common Matters (Lead Office: NiDA)

ICT Policy for e- | ICT Policy | | 1CT Policy | | ICT Policy | ICT Policy
| ICT Straegy | | ICT Strategy | | ICT Strategy | ICT Strategy
ICT Strategy for
e-Administraion ICT Master ICT Master ICT Master ICT Master
Plan Plan Plan Plan
ICT Master eoe
Plan ICT Action ICT Action ICT Action ICT Action
Plan Plan Plan Plan
ICT Action
Plan
ICT-Related ICT-Related ICT-Related ICT-Related
Law System Law Sysem Law System Law System
ICT-Related Development Developm ent Development Development
Law System
Development
ICT System ICT System ICT System ICT System
ICT System Development Development Development Development
Development,
including
GAISIPAIS | ICT HRD | | ICT HRD | | ICTHRD | ICT HRD

ICTHRD

Internal ICT Policies and
Strategies of NiDA

National ICT Policy

NiDA Internal ICT Policy

l

ICT Policy for e-Administration

ICT Strategy for e-Administration

Relevant Laws, Acts, etc.

Relevant Plans

e-Government is only related
to NiDA handling portion like
GAIS/PAIS. It can be defined
e-Administration

|

ICT Policy for Information Security

ICT Strategy for Information Security

Cyber Legislation

Internet Regulation

GISMS & G-CIO

12
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Action No. B-1

Preparation of Portal Enhancement Plan (Feasibility Study)

Category

e-Government Service Deployment

Importance

* &

In case of government administration service, the ideal solution is
to prepare One Stop Service for the public, including business
people. During the transition period, e-Government service will
be offered by each government entity, applying its own way,
which will cause complicated e-Government service in total as a
result. However, there is a strong demand on a unified e-
Government service for the public.

If people can access necessary e-Government service through a
gateway portal, where main three stems, Government, Business
and Citizen, are shown, their access will become easy and simple
as One Stop Service. So, as easy as and as simple as possible, e-
Government Gateway Portal should be created together with those
stem portals — that is the reason why Portal Enhancement
Framework is needed.

Priority

L 8 & ¢

This planning work (feasibility study) shall be performed by
NiDA immediately so that scope of the work will be envisioned
and basic requirements can be specified.

It is recommendable that the Portal Enhancement should be
implemented, integrated with PAIS Expansion Project, etc.

Relevance

1 8 & ¢

It should be considered that public information disclosure, good
governance, industry development and growth of FDI (Foreign
Direct Investment) can be accelerated by arranging the
Government, Business, Citizen portals with the gateway.

Benefits

One Stop Service of e-Government will enormously contribute
to the public and society, because an easy and simple
procedure for e-Government access is essential in utilizing e-
Government service.

As a result of opening a unified gateway portal, information
security can be maintained tightly.

Expected Difficulties

Preparation of requirements for materializing a project will be
tough work, if carelessly handled in getting consents from other
entities.

13
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Action No. B-1

Preparation of Portal Enhancement Plan (Feasibility Study)

Sustainability

For upkeep of the portals, continuous improvement and daily
updating work are required. Step-by-step development shall be
considered from the beginning.

Related Ministry and/or
organization

OCM and each entity

Consideration

There is a keen and urgent need of preparation of Portal
Enhancement Plan so that the following portal sites can be firmly
developed as recommended by “e-Government Service
Deployment Plan”.

- Government Portal Enhancement
- Open of Business Portal
- Open of Citizen Portal

The above portal sites are both in Khmer and English so that the
sites can be used by not only Cambodian society but also by
international society.

The portal website of Singaporean Government is one of the
recommendable websites as reference. So, the following is an
example in case of RGC website URLS:

www.cambodia.gov.kh
(being used at existing website)

Government:
http://www.cambodia.gov.kh /

Business:
http://www.cambodia.gov.kh/business/

Citizens & Residents:
http://www.cambodia.gov.kh/citizen/

Non-residents:
http://www.cambodia.gov.kh/citizen/non-resdint/

Reference

e-Government Service Deployment Plan, NiDA 2008 and its
supplementary report (The Follow-up Study Report on e-
Government Deployment Plan 2009)

http://www.gov.sg

14
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The Ildea on Materializing e-
Government Project at NiDA

’2008 2009 | 2010 ( 2011 | 2012 | 2013 | 2014 [ 2015 | 2016 | 2017 | 2018 | 2019 | 2020

As far as coverable, PAIS Expansion and Phase 7

NAIS Development Projects shall include

Future Action

Work for Portal Enhancement -
[ Phase 6
: s
usine
Portal
1 1 H i
Cloud Common on-line Use of Cloud Computing will be able to solve the difficulties
Computing application interface and then materialize an entire e-Government service platform

Expected NiDA
Projects

\ s i 7 T
m@ HD[PAIS Expansicg? D l [ N!AIS Del/elopm}
I 1 ! I .
(][ 31CA Phase 2+
ﬁ Phase 1 | : :

* not pliedged )i/et
** being requested
! !

Enabling

Enabling 1. ICT Management > Rironmen H i | [
Environment P——
Framework
3.NII Operatiob !
4 programs -
18 projects 4. Standards & Documentation
/ H H H
8

15



ICT Development Action Plan 2010

Ver.1. 0 as of Dec. 2009

Action No. B-2

Nationwide e-Government Service Deployment Plan Based on
Cloud Computing (Feasibility Study)

Category

e-Government Service Deployment

Importance

* %

Employment of cloud computing for e-Government service will
be important from the viewpoints of:
Acceleration of ICT development at the entities
that are delaying use of ICT, including arrangement of e-
Government service deployment.
Rapid equalization of uneven ICT development
among the entities
Cloud computing can realize economical, safe and secured
computing systems compared with conventional computing,
releasing responsibility for ICT development of the entities to
significant extent.

Priority

*

It is recommendable to start studying how to configure e-
Government services nationwide as soon as possible, employing
the concept of cloud computing. The idea will be able to be
realized by PAIS Expansion Project, etc.

Relevance

* %

Advantages of cloud computing, which is economical, safe and
rapid computing systems construction, can self-explanatorily show
its relevance as explained mentioned in the item of importance
above.

Benefits

Rapid system construction

Economical, safe and secure computing

Acceleration of ICT development since responsibility for ICT
development at each entity can be lightened.

Equalization of uneven ICT development among the entities
Minimization of duplication of software application
development among the entities

Expected Difficulties

Preparation of requirements for materializing a project will be
tough work, if carelessly handled in getting consents from other
entities.

Sustainability

For upkeep of the cloud computing system, continuous
improvement and O&M work are required. Step-by-step
development shall be considered from the beginning.

16
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Action No.

B-2

Nationwide e-Government Service Deployment Plan Based on
Cloud Computing (Feasibility Study)

Related Ministry and/or

organization

OCM and potential entities

Consideration

If acceleration of nationwide e-Government service deployment is
considered necessary, use of cloud computing is one of the
realistic solutions; each entity can commonly share services,
platforms and infrastructure of cloud computing with others. So,
duplicated application development can be minimized among the
entities.

The advantages of cloud computing will be remarkable, though
this computing can be realizable subject to availability of high
speed broadband transmission network at low cost.

Since NiDA will have a chance to study on employment of cloud
computing over PAIS Expansion Project, etc., it is
recommendable to take into consideration a trend of technology
toward cloud computing.

Reference

e-Government Service Deployment Plan, NiDA 2008 and its
supplementary report (The Follow-up Study Report on e-
Government Deployment Plan 2009)

The Idea on Materializing e-
Government Project at NiDA

Future Action|

Cloud
Computing

‘ 2008

2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019

Work for Portal Enhancement [ﬁh o i i
ase i i
) ci

As far as coverable, PAIS Expansion and
NAIS Development Projects shall include

Phase7J Enhance
. e-Services

Business
Portal
1 1

Use of Cloud Computing will be able to solve the difficulties
and then materialize an entire e-Government service platform

! !
Common on-line
application interface |

Expected NiDA
Projects

N7 i > i
\ihase 4

HD‘PAIS Expansicp D D‘ NIAIS De:/elopm[@
I ] I i

* not pl-edged Yet

Enabling
Environment
Framework

4 programs
18 projects

‘ HD

Phase 1 ** being requested

1. ICT Management >

Enabling
nvironment

2.ICT HRD

T
3.NII Operalio) |

4. Standards & Documentation

L
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e-Government Service Concept by Cloud Computing

Current Concept

Platform

Infrastructure Storage Infrastructure

Platform

Infrastructure

Ministry B

Mlnlstry D

Proposed Concept

Ministry A Ministry C

- N

l —

==

Cloud Service Cloud Platform
(e.g. Queue) (e.g. Web Fronted)

Cloud infrastructure
(e.g. Billing VMs) Cloud Storage
(e.g. Database)

Cloud Computing Center

L} L}

—=\

_ Ministry D
Ministry B
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Action No. D-1

Establishment of GISMC (Government Information Security
Management Committee)

Category

GISMS Promotion

Importance

1 8 & ¢

In performing information security initiatives at RGC level,
establishment of GISMC (Government Information Security
Management Committee), regarded as a subset of Government
CIO Committee for information security, is the most important
and indispensable. It is difficult to accomplish information
security strengthening at RGC level without setting up GISMC,
because no information sharing among the entities can be
achieved. Keeping information security of the entities at almost
all the same level is the primary target of the Committee.

Priority

kK

Action to be taken immediately so that there will be no weak place
in RGC in terms of information security.

Relevance

kK

Strong information security can be considered one of assurances
of or guarantees on the Government for the public, business
people, foreign firms, foreign government, international society,
etc.

Benefits

Information security of each entity can gradually be
strengthened as a result of activities of GISMC.

Information sharing on information security, etc. at RGC level
will contribute to not only strengthening information security
of each entity but also boost awareness of necessity of ICT
development in RGC.

Smooth coordination between NiDA and other entities can be
expected through strengthening information security.

Expected Difficulties

Need to convince other entities of its necessity

Sustainability

N/A

Related Ministry and/or

organization

OCM and other entities

19
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Action No.

D-1

Establishment of GISMC (Government Information Security
Management Committee)

Consideration

The scenario toward establishing GISMC will be:

Establishment of ISMTT at NiDA (Completed)
Assignment of at least three IT staff for information
security management at each entity

Each entity will form ISMC (Information Security
Management Committee) at ministry level, which will
coordinate with NiDA’s ISMTT.

Each entity and NiDA will form GISMC, subject to
availability of the secretariat function to be undertaken
by ISMTT of NiDA

GISC meeting: the secretariat, ISMTT of NIDA, will
invite all the entities to GISC meeting for information
sharing and talks on information security issues at
certain intervals.

It is obvious that this kind of activities will increase awareness of
information security in RGC and NiDA can fulfill one of its
duties, and also that all the entities should have a unified idea on
constructing a strong informalities security platform at RGC level.
GISMC will surely contribute to constructing such a platform.

Reference

GISMS1.0 Rev.1

20
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Security Strengthening Initiatives
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Phase 3 IS Policy Council (ISPC)
at State
Keys | avel National IS
IS: Information Security Management Center
ISPC: IS Policy Council (NISC)
NISC: National IS Management Center
CIP-TF: Critical Infrastructure Protection Taskforce
CIC: Cyber Security Information Center
GSOC: Government Security Operation Center CIP-TF
GISMC: Government IS Management Committee Phase 2 at
GISMS: Government IS Management System
GISSC: Government IS Standard Criteria CIC (as GSOC) Government
Level

/Phase 1 at

NiDA Level Management
Committee
Feb. 2008 - Jan. 2010 (GISMC)

Government IS\

Staff of Each Ministry as
IS Management Team

ISAC of Each
Industry

ISMTT
ISAC: Information
CSIRT gharing and Analc}/sis
enter, organized in
\(Cam CERT/GCERT) / private sector
(GISMS]'O Elese \ Ministry's
Rev.1 Funda- Policy &
mental > Standard
Policies
Ministry's
GISMS Manuals/
1.0 GISSC Guidelines
Systems, Tools
and Firowall Various IS

Documentation

Anti-Virus/-Malware
Application Software

Information
Asset

Classification

Measures

Various IS
Technology Manuals
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Action No.

D-2

GISMS Dissemination to Government Offices

Category

GISMS Promotion

Importance

* % &
Promotion of GISMS is extremely important to disseminate the

idea on information security management at Government level. |

is obvious that RGC cannot cope with cyber attacks without
equipping with a unified information security concept and actual
tool to protect its IT systems and networks. In order to construct
the unified information security concept, NiDA should perform
promotion activities with the tool, i.e. GISMS.

GISMS1.0 Rev.1 is available at the moment.

t

Priority

* % %

Action to be taken immediately, since ISMTT is available with a
tool, GISMS1.0 Rev.1, for the purpose of illuminating the
necessity of the government information security management.

Relevance

1 8 & ¢

Strong information security can be considered one of assurances
of or guarantees on the Government for the public, business
people, foreign government, foreign firms, international society,
etc.

Benefits

Information security of each entity can gradually be
strengthened as a result of activities of GISMC.

GISMS is a tool for the practicing and will be a bridge between

the entities through the activities.

Smooth coordination between NiDA and other entities can be
expected through strengthening information security at RGC
level.

Expected Difficulties

Need to convince other entity of its necessity

Sustainability

N/A

Related Ministry and/or
organization

OCM and each entity

22
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Action No.

D-2

GISMS Dissemination to Government Offices

Consideration

It is clear that information security can only be strengthened in
RGC through activities done by IT staff of each entity and ISMTT
of NiDA. Now a guideline for the activities is available as
GISMS. If the work has been delayed or not been performed yet
without reason, such desertion will result in irreparable damage or
loss to the entity from the viewpoint of recent development of
cyber attack technology.

Reference

GISMS1.0 Rev.1
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Action No. D-3

Preparation of GISMS2.0/3.0

Category

GISMS Promotion

Importance

*

It is necessary to revise the existing GISMS1.0 Rev1 up to
GISMS2.0 and GISMS3.0, which will cover ‘servers/network’
and ‘encryption (cryptographic)/PKI technologies’, respectively,
because the information security strengthening should cover all of
IT systems entirely, not to cause any defects or weak point on
them.

Priority

* &

Action to be taken urgently so that an entire GISMS can be
completed by NiDA to protect IT systems in RGC not only related
to client PCs but also servers/networks, etc., considering use of
state-of-the-art information security technology.

Relevance

*

Primarily, protection of client PCs will be considered. Protection
of severs/networks is more important than that of client PCs
because of accumulation and concentration of important
information, however. Use of encryption technology and PKI will
progressively be considered depending of importance of
information to be handled at RGC level. From these viewpoints,
GISMS shall be revised accordingly.

Benefits

GISMS will entirely cover information security of IT systems of
each entity, including not only protection of client PCs but also
protection of servers and networks and encryption technology and
PKI.

Expected Difficulties

Nothing in particular

Sustainability

N/A

Related Ministry and/or
organization

OCM and each entity
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Action No.

D-3 Preparation of GISMS2.0/3.0

It is clear that information security can only be strengthened in
RGC through activities done by IT staff of each entity and ISMTT
of NiDA. GISMS is a tool for this purpose. Since GISMS1.0

Consideration only covers client PCs, it is necessary to evolve the system up to

higher versions which will cover servers, networks, encryption
technology and PKI. As a result of the revision work, NiDA can
obtain an entire GISMS companion.

Reference

GISMS1.0 Rev.1

Scope

GISMS1.0 covers only Client PCs. Thus, promoting GISMS1.0 to other minisiries iz now required.

GISMS2.0/3.0 shall be created by NiDA as extension of the coverage of information assets such as
Servers/Networks, Encryption (PKT), Application Software Development and Resource Management.

Business Continuity Plan (BCP) is another set of actions to be followed at later stage.

Next Step of GISMS

' We are here!

Minisiry A
Deployment GISMS1.0 Rev.1
(Organization)

GISMS3.0 or further
Encryption (PKT), Application Software
Development, Resource Management; etc.

Extension

(Information GISMS2.0 v
Assets) Servers/Networks *

GISMS1.0 Rey.1 ™3y * I
Client PCs = +* o

v
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Action No. D-4

Continuous PKI Study

Category

GISMS Promotion

Importance

*

It is necessary to continuously study PKI to be ready for
welcoming e-Commerce society. More or less, sooner or later,
use of PKI will be necessitated for handling various kinds of
electric commerce systems in Cambodia. NiDA must keep its
capability of handling PKI technology, even taking into
consideration establishment of Government PKI (G-PKI) in the
near future.

Priority

*

Action to be taken as soon as possible so that NiDA can obtain
readiness for use of PKI applications, including G-PKI
establishment.

Relevance

* &

The need for PKI will increase day by day in order to put into
practice safe and secure on-line computing. Further, development
of Cambodian society will request establishment of Government
PKI (G-PKI) in the near future. NiDA should be ready to handle
PKI1 on behalf of RGC.

Benefits

Authentication by PKI can provide safe, secure and reliable
authentication for the public and business people in Cambodia.

Expected Difficulties

Nothing in particular

Sustainability

N/A

Related Ministry and/or
organization

OCM

Consideration

A study on PKI, including G-PKI, will be a must for NiDA as
long as NiDA is in the position for ICT development on behalf of
RGC. Use of PKI will be unavoidable in the light of recent
development of electric commerce over network.

It is preferable that NiDA should initiate to study G-PKI,
including establishment of a Certification Authority (CA) under
RGC.

26



ICT Development Action Plan 2010

Action No. D-4 Continuous PKI Study
Reference GISMS1.0 Rev.1
PKI Design Procedure
Work Item Work item Output (Example)
« To create policies for authentication

1. Service Design

service

« To define service models

 To set target and define scope of service
« To estimate costs and profits

« To define the master schedule

« Service design
guideline

2. Operation Design

* Procedure to issue certificate
« Operation team and work assignment

« Operational
requirements and
procedure

3. System Design

*Functional design of authentication system
« Security requirements

« Specifications for
functional
requirements

« Specifications fpr
security requirements

4. CP and CPS Design ¢ CP (Certificate Policy) « CPS service
« CPS (Certificate Practice Statement) guideline
e-Government & G-PKI
R .
Bridge M Bridge
Certification Government Certification
Certification Authority

P .
giig gine

Digital Private
N Certification
Signature Authority Issue Web

Certification

Digital
Signature

Citizens

server
Certification

Internet

Issue the document
requested with digital
signature

Apply issuance of a
document with digital
signature

Electric

application

format

Government Local Office

Local Government
Certification Authority

Application

Digita
Signature
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Action No. D-5

Establishment of NISC (National Information Security
Management Center)

Category

GISMS Promotion

Importance

1 8 & ¢

It is imperative to establish National Information Security
Management Center to control information security issues not
only at RGC level but also state level toward creating a firm ICT
oriented society in Cambodia with tightened information security.
Such efforts will surely differentiate Cambodia from other
countries in business activities, guaranteeing comfortable business
environment with secure ICT infrastructure.

Priority

L 8 & ¢

Action to be taken immediately, whenever NiDA gets the
commitment of donor to implementation of the project.

Relevance

kK

All the countries in the world have been linked one another
through the Internet, creating a global network society.
Malicious-minded hackers will leverage this situation, thanks to
development of formidable malware. To combat with those
people, it is keenly needed that the state of Cambodia should
declare its fighting stance and readiness to them. Establishment of
NISC is a symbolic approach in this context, whereas continuous
activities of NISC are its precondition.

Benefits

With regard to information security strengthening,
— Formulation of basic national information security strategy
— Information sharing
— Use of unified measures and procedures at each entity
— Adequate actions against cyber attacks
— Protection of critical infrastructure
— Quick and adequate response to incidents at RGC level and
state level
— International coordination and cooperation

Expected Difficulties

Need to convince other ministries of its necessity

Sustainability

N/A

Related Ministry and/or
organization

OCM

28



ICT Development Action Plan 2010

Action No. D-5

Establishment of NISC (National Information Security
Management Center)

Consideration

This project will be materialized and implemented subject to
Japan’s technical cooperation. For this purpose, the request for
Phase 2 Capacity Development Project has been requested to
Japanese Government.

Reference

GISMS1.0 Rev.1
Application Form (Request Paper)
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Request Paper

Envisioned Information Security Strengthening Program

Control and Management

Monitoring Function

Phase 3 | | National Information Security | | . . -
Project || Management Center (NISC) | transfer
(future)
Critical Infrastructure =~ «———— Cyber Se_curity
[ Protection Task Force Information Center
(CIP-TF) Phase 2 (CIC)
. Project
National Level Phase 2
N PKI Task Force T Project
—— Other Task Forces )
Operation
\ Collaboration and
Coordination Phase 1
Secretariat < Project
Int G {CIOC itt Operation of Government
Jnter- overnmen ommitiee Information Security
ministerial (G-CI10 Committee) anagement System
Level T Phase 1 (GISMS 1.0/2.0/3.0)
\ Project
Secretariat
Phase 1
| _ Project
Operation
NiDA Level Information Security Management — > (CamCERT)

Technical Team (ISMTT)

Phase 1
Project

National CSIRT
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Japan

Information Security Policy Council (ISPC)
& National Information Security Center (NISC)

- Based on “Review of the Role and Functions of the Government in terms of Measures to Address Information Security
Issues (decided by the IT Strategic Headquarters on December 7. 2004).” the government is developing essential
functions and frameworks toward strengthening 1ts core functions to address information securnity 1ssues.

# National Information Security Center (NISC) has been established since April 25, 2003

Cabi " Information Security Policy Council (ISPC) ' National Information Security Center (NISC) Gather experts  |i
Secrerdriat | ! from the public
ITSh'a!eg:fc and private sectors
Headguarters % — — B
| ; *NISC is in
LTI IS B s et e = + + Cabinet Secretariat
Decision on fundamental | l (1) Formulate basic strategies for information security measures ]
matters such as basic strategy || J ¥ "]
for information security | [ (4) Information security measures for critical ]
infrastructures

[(2) Promote comprehensive measures

taken by central governments ] Apencies oversesing oitical infastruchrs
¥

(3) Help central each government agency
deal with individual incidents

- Centralize of mformation exchange and
cooperate with foreizn countries
- Mzke International confidence-building

Japan

1)
R A .
By T
|‘iT
Governmental Agencies e 5 i S G
Critical Infrastructures Businesses Individuals
Copyright (c) 2007 National Information Security Center {NISC). All Rights Reserved 2

Structure and Functions of NISC

(Emianag pum ) g sy )
JSIN JO 103pa11(]

_‘ Development of
Fundamental Sh ateg\

- Pl:mnma "cmprehem‘ e strategy on mformmon
SE"U.HI\

- Planning R&D. technological strategy  etc.

_< Deputy Director of NISC |

{Councilor, Cabinet Secretariaf) Comprehensive measures
for gover n-anhl 1g9m'|es
md‘l it E=rabl1.hmz I:he government-wide ﬁ'\me\wrl. for ,
W smy information xc‘n.nh '
Toml

fing the comprehensive e

| f Development of
| Respnnse Cap'lblllh

Enhz.ucme funcnons ofco]lecu.nv Sc 'm:_]\zmv information
- Strengthening the cooperation with related organizations e’tc;

N
Infrastructure Protection I :

- Analyzing interdependency

Critical Infrastructures

(Comncilor, Cabinet Secretariat)

_{ Deputy Director of NISC

- Raising the mformation secunty level ]

- Implementing cross-sectoral exercise etc.

- lenm mtemanom] sl:mre

- Promoting intemnational relationship  etc.

Copynight (c) 2007 National Information Security Center (NISC). Al Rights Reserved 3
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Action No. E-1

CSIRT Capacity Development

Category

CSIRT (CERT) Evolution

Importance

* &

In case of the Internet society (now it has come to Cambodia), at
least a watchdog is necessary in order to monitor the Internet
security, alert the cyber attacks and publicize the incident reports.
NiDA should keep and foster CSIRT function in this context. The
existing CamCERT will work for the Internet security in public
sector, while GCERT will guard the government network.

Priority

L 8 & ¢

Action to be taken immediately, because CSIRT is a kind of the
billboard of NiDA.

Relevance

L 8 & ¢

No Internet association or the like is available in Cambodia at the
moment. Considering this situation of the Internet development in
Cambodia, it is very logical that NiDA should take care of
developing CSIRT for a certain period.

Benefits

To have a complete watchdog function for the Internet security in
Cambodia in public and private sectors.

Expected Difficulties

Need to have continuous support from other CERTS, including
APCERT

Sustainability

N/A

Related Ministry and/or
organization

OCM

Consideration

CSIRT (CERT) functions a watchdog for the Internet security;
CamCERT for the public, while GCERT for the Government.
Activities of CSIRT are visible. NiDA should fully take up this
point so that its own activities can be understood by others.
CSIRT of NiDA contains both CamCERT and GCERT inside of
ISMTT. Since this formation is ideal, it is recommendable that
NiDA continuously develop CSIRT. Please do not forget that
operation of CSIRT needs:

— Continuation of routine work

— Supply of human resource

— Coordination with other CERTS
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Action No.

E-1

CSIRT Capacity Development

— Training for information security technology
— Coordination with ISPs and ICT related organizations

It is recommendable to be a member of APCERT as early as
possible considering ease of coordination with other CERTSs and
international information security organizations.

In the near future, it is preferable that NiDA should set up a guard
dog function for the Internet security and government network
security at NISC. CIC (Cybersecurity Information Center) will be
the one.

Reference

GISMS1.0 Rev.1
CERT Operation Manual prepared by JPCERT/CC

CSIRT (CERT) Evolution

CSIRT Functions

Initiative for critical
infrastructure protection

Coordination with
international CERTs

Study on digital forensics

Enhancement of capability
of analysis of malware
and/or virus

Information security training
for business people

Information security
awareness raising for end
users

Coordination with law
enforcement to fight against
cybercrimes

R&D on information security,

including development of
tools and systems
Operate GSOC
(Government Security
Operation Center) in the
future

Information Publishing Relationship
Bu

Security Assessment

Point of
Contact of
Cambodia

Leve

Coordination .

CERT teams Conduct Training

Work with Law Enforcement (Forensics)
Advanced Services (Malware analysis)
Critical Infrastructure Protection

To become one
of active CERTs
in ASEAN
countries

Lev

Research and Development
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Action No. G-1 e-Learning System Development

Category e-Learning Buildup
*
e-Learning system should be constructed by LMS and LCMS to

Importance manage subscribers (students) and course contents, respectively.
Accordingly, the e-learning system can contribute to Skillpath
development at NiDA.

Lateral spread of the e-Learning system by NiDA is highly
possible. This will be appreciated by others.
. *
Priority . .
Action to be taken as soon as possible.
*

Relevance Using e-Learning, NiDA will be able to provide proper IT
education from the viewpoints of policy, administration and
information security of IT.

Benefits Ease of Realizing skillpath management at NiDA with low cost

Expected Difficulties

How to keep motivation of subscribers (students); promotion
and/or incentive for successful subscribers (students) would be
considered.

Sustainability

Depending on course contents development in both quantity and
quality, including preparation of Khmer contents

Related Ministry and/or
organization

OCM

Consideration

e-Learning will be developed step by step and evolve up to e-
college for ICT at NiDA at the end of the day.

Reference

Presentation Paper dated August 20, 2009
FOSS Development: Focusing on e-Learning System Project
Report
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e-Learning Development
at NiDA toward Building up
e-Tech College

Keys to be Considered by NiDA:
* Learning management

* Contents development «
* Lateral spread to any organization Public *

Evolution

4 Training providers «*

AQ
Variation ’.’
* Registration category Government staff o

® Course registration and O

&
enrollment S
® Learning management C
* Course design

* Tuition fee NiDA staff

>
»

Service providing coverage
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Establishment of e-Learning System of NiDA (Memo)

August 17, 2009
FUSE Makoto, JICA expert
Purpose

— To benefit for NiDA in educating its staff members

— To give chances to other people than NiDA personnel so that those people can
learn IT, which NiDA consider necessary to learn.

— To provide training providers with contents on a cooperation basis

Responsible and managing division

The R&D Team of HRD department, headed by Mr. VVanndy under Mr. Noy, will be
recommendable considering its role. FOSS development team and Network Team should
assist the R&D Team in this connection.

Starting time

Mid September, 2009

Some contents provided by CICC will become available from the mid September 2009.
So, NiDA can run e-Learning system from that time, limiting to NiDA personnel only.

A need of creating a policy for e-Learning of NiDA considering future evolution

The following is an example of checklist for policy creation:

Coverage and NiDA Government Training Pubic
Classification Personnel Officials Providers Guest
Cateqor Cat | Cat | Cat | Cat | Cat | Cat | Cat | Cat | Cat | Cat | Cat | Cat
gory 123|123 |1]2]3|1]|2]3
Temporary X NA
Regis Employed
tratio period only X NA
n
Permanent X NA
Temporary | X X X
Training Regular X | X | X
course Sgeual X
pen X | x| x X
course
Temporary | X | X | X NA
Enrollment | Regular X | X NA
Special X NA
Chargeable
Tuitionfee |  Free Not applied for the time beina X
Other | | | | | | |
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NiDA and Government personnel
Category 1 ~ Management or higher
Category 2 Staff

Category 3~ Temporarily employed staff

Training providers

Category 1~ National universities, institutes or colleges
Category 2 Private universities, institutes or colleges
Category 3 Others

Public

Category 1 People living in Phnom Penh
Category 2 People living outside Phnom Penh
Category 3 People living outside Cambodia

Problem to be Solved

Access speed to e-Learning system is rather slow in case of the access from NiDA office
(LAN connection inside NiDA), compared with that from the Internet outside NiDA
office. So, this cause should be clarified.

. Actions to be Taken

To operate e-Learning system properly, the following work should be done at NiDA.
Otherwise, the system installed will become just “the form but not the spirit”.

— Learning management policy
— Contents development policy, including copyright matter
— System maintenance policy, including budget

To collect contents from other organizations whenever utilizable.

To create Khmer contents step be step, paying careful attention to copyright matters.

[End of paper]
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Action No. G-2

Khmer e-Learning Contents Development

Category

e-Learning Buildup

Importance

* %

e-Learning is a useful and helpful tool to educate staff of NiDA
coupled with skillpath development. In this case, use of Khmer in
education will make effect and efficiency double.

Priority

*

Action to be taken as soon as possible.

Relevance

*

Developing Khmer contents of e-Learning is related to normal
change of culture in e-Learning; it is natural to expedite
development of contents in Khmer so that everybody can study
and understand the contents provided obediently without
difficulty.

Benefits

High learning effect and efficiency can be expected.

Expected Difficulties

Nothing in particular, except for carefully handling copyright
infringement (piracy).

Sustainability

N/A

Related Ministry and/or
organization

OCM

Consideration

It will be practical at the initial stage to create Khmer e-Learning
Contents, translating Contents in English into Khmer ones one by
one. If there is a copyright issue in this connection, NiDA should
obtain the copyright of the contents from its copyright holders.

It is recommendable to start translating the contents provided by
CICC, Japan, in to Khmer, considering ease of handling the
copyright matter with the organization. At a request from NiDA,
CICC will arrange the copyright clearance.

Reference

Six kinds of the contents provided by CICC, Japan
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Action No. H-1

IT Engineers Exam on a Trial Basis

Category

IT Engineers Exam

Importance

* &

ITEE (IT Engineers Examination) can be a measure not only to
appraise the level of IT engineers but also to evaluate the level of
training providers including universities. As a result, it will
contribute to improving IT education at training providers in
Cambodia, upping level of IT education of and equalizing quality
of IT education among training providers.

Priority

L 8 & ¢

Action to be taken immediately. The actual work will be started
after CITEC (Cambodia IT Engineers Exam Center) is
established, however.

Relevance

1 8 & ¢

In fact, each industry is waiting for supply of qualified IT
engineers. ITEE is a tool for Cambodia to produce qualified IT
professionals who can work with first class firms both in
Cambodia and abroad, including IT industry.

Benefits

Fostering qualified IT engineers to IT industry in Cambodia
Contribution to improving IT education of training providers
(especially enhancement and equalization of IT education at
training providers, including universities)

Expected Difficulties

No support from Japan side, if CITEC is not established officially.

Sustainability

Sustainability will be kept, if CITEC succeed in joining ITPEC
(IT Professional Examination Council), Manila.

It is expected that there will be support from Japanese
Government.

Related Ministry and/or
organization

OCM, IT related ministries, Chamber of Commerce
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Action No.

H-1 IT Engineers Exam on a Trial Basis

Consideration

It is clear from the beginning that Cambodia should foster IT
engineers both in quantity and in quality. Training providers,
including universities, currently supplies a certain number of IT
engineers to labor market every year. Nonetheless, this is not
enough, when considering how to develop outsourcing business in
IT field. Foreign counterparts will always request qualified IT
engineers. ITEE will help encourage qualification of IT engineers
in this concern.

This action will be taken subject to establishment of CITEC
(Cambodia IT Engineers Exam Center) and cooperation of
IPA/METI, Japan. JETRO will support CITEC as well.

Reference

Presentation Paper
ITEE in Cambodia: Focusing on Developing Qualified IT Human
Resources by Mr. R. Hiratsuka, expert

A Need of Qualified IT HRD
(Background of ITEE
Implementation)

Where your IT development is advancing ?

Quality

________________________________

) Injection of IT , ITHRD Self-development of
High Engineers Exam i software—Exporting
| IT products

A

IT development under
outsourcing and/or

Middle . .
subcontracting business

Takeoff of IT

Low : :
i ; development

2000 2007 2014
Stage 1 Stage 2 Stage 3

Quantity (Year)
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Action No.

I-1

Forming 6 Taskforce Teams:
(1) Public Relations Taskforce Team
(2) Skillpath Strengthening Taskforce Team
(3) Planning Taskforce Team
(4) O & M Strengthening Taskforce Team
(5) Cyber Law Study Team
(6) Glossary Preparation Team

Category

Other Institutional Strengthening

Importance

*

ICT environment has changed and NiDA has evolved in answer
accordingly. In fact, the missions of NiDA have been widened
and deepened. To cope with various demands and requirements
for NiDA, to overcome various kinds of difficulties and to solve
issues raised, NiDA should brace itself with forming the
taskforces. The work to be done by the taskforces is keenly
necessitated by the public as well as RGC.

Priority

* % K

Action to be taken immediately, considering that formation of
such taskforce teams surely reinforces the organizational aspect of
NiDA and will further lead NiDA to sole ICT control and
management authority at RGC.

Relevance

*

It will be allowed to reach the idea on forming a certain number of
taskforces to reinforce activities of NiDA, considering both the
urgency and necessity of the work. Experience in working for
each taskforce will contribute to capacity development of
personnel concerned.

Benefits

NiDA can substantially play its role being imposed.
Further utilization of PAIS/NII is expected.

PAIS/NII O&M framework is properly formed, taking into
consideration its expansion.

Person-by-person HRD can be accomplished for NiDA
personnel.

Both positive and negative aspects of information society
development can be studied through cyber law issues,
including forensics.

Unified technical terms in Khmer will be worked out despite
NiDA version at the moment.
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Action No. -1

Forming 6 Taskforce Teams:
(1) Public Relations Taskforce Team
(2) Skillpath Strengthening Taskforce Team
(3) Planning Taskforce Team
(4) O & M Strengthening Taskforce Team
(5) Cyber Law Study Team
(6) Glossary Preparation Team

Expected Difficulties

Each taskforce will perform its task given, experiencing a trial-
and-error adjustment approach.

Sustainability

After completion of its mission, NiDA will demobilize each
taskforce.

Related Ministry and/or
organization

OCM

Consideration

It is an essential matter to institutionally strengthen the
organization of NiDA to enhance its functions. In this context,
strengthening the following six functions is an urgent agenda, i.e.
(1) Public Relations

(2) Skillpath Pursuance in HRD

(3) Planning Capability

(4) O & M Capability

(5) Readiness to Cyber Law Enforcement

(6) Preparation of ICT Glossary

Considering its urgency and ease of formulation, it is
recommendable to form the following six taskforce teams to
achieve the purposes, i.e.

(1) Public Relations Taskforce Team, mainly working for
PAIS/NII utilization campaign.

(2) Skillpath Strengthening Taskforce Team, mainly working for
creation of a unified Personnel Resource Management,
utilizing e-Learning education courses, etc.

(3) Planning Taskforce Team, mainly working for projects at
next phase to envision and input NiDA’s requirements
therein.

(4) O & M Strengthening Taskforce Team, working for
PAIS/NII upkeep.

(5) Cyber Law Study Team, in order that NiDA is ready for
cyber law enforcement in near future, including forensics.

(6) Glossary Preparation Team, working for creation of an ICT
glossary English-Khmer/Khmer-English as NiDA version.
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Action No.

I-1

Forming 6 Taskforce Teams:
(1) Public Relations Taskforce Team
(2) Skillpath Strengthening Taskforce Team
(3) Planning Taskforce Team
(4) O & M Strengthening Taskforce Team
(5) Cyber Law Study Team
(6) Glossary Preparation Team

Reference

Presentation paper:

Capacity Development on ICT Management at NiDA -

A Comprehensive, Perspective and Sustainable Approach to
Enhancing Functionality of NiDA to Provide Effective and Secure
ICT Services in Cambodia
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Reinforcement of the Organization
by Taskforces

Public Relations Taskforce
Team

The Existing Organization
y vy vy 4

Skillpath Strengthening
Taskforce Team

Policy  HRD Infrastructur ~ Enterprises
Dept. | Dept. e Dept. Dept. g
Contents & Administration. ISMTT s

Applications Dept. Dept. (GCIO Office)

O & M Strengthening

Institutional strengthening of NiDA shall IR

always be the top action agenda, on behalf
of RGC in ICT field, being ready to serve
as civil servants, with users eyes, pursuing
efficiency and effectiveness in service,
considering sustainable development of

Cyber Law Study Team

Glossary Preparation Team

NiDA.
Main Activities of the 6
Taskforces
1) Public Relations Taskforce Team 4) O&M Strengthening Taskforce Team
. To promote utilization of PAIS/NII . Since NiDA now possesses PAIS/NII, a

platform by other ministries, authorities
and organizations, including seminars,
publications and campaigns

To publicize activities, roles and
outputs of NiDA to the public and other
organizations.

2) Skillpath Strengthening Taskforce Team

kind of national ICT resource, constructing
proper O&M structure is essential. It is
required to study and construct a suitable
O&M structure based on the result
considering sustainability of PAIS/NII
platform.

. To build up a unified Personnel 5) Cyber Law Study Team
Resource Management Scheme, . To study roles of NiDA in connection with
utilizing e-Learning system, etc. cyber law development, including digital
. To study skillpath method for forensics, toward present and future
personnel management information society of Cambodia.
. To realize person-to-person skillpath
development management for NIDA 6) ICT Glossary Preparation Team

personnel.

3) Planning Taskforce Team

To maximize effectiveness and
efficiency of work of NiDA with
minimum costs, planning is
indispensable and essential.

Especially, planning for next project(s)
is important in order to make it clear
what is scope of work of the project(s),
taking into account benefit of the
project implementation.

To prepare planning tools step by step

Itis the time that NiDA should prepare a
Glossary for ICT Technical Terms as its
own version so that not only NiDA
personnel but also other government

officials will be benefitted from the glossary.
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APPENDIX

Capacity Development on ICT Management at NiDA

A Comprehensive, Perspective and Sustainable Approach to Enhancing
Functionality of NiDA to Provide Effective and Secure ICT Services in Cambodia
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The Logic of Capacity Development Program
for NIDA

The Objective Pillars of
the CD Project

1. e-Government Service
Deployment (Portal
Enhancement and
Employment of Cloud

\_ Computing)

J

2. Information Security
Strengthening Initiatives
(Toward Establishing
National Security Center)

J

\_
( 3. ITEE '

: (IT Engineers
Exam) Implementation
(Supply of Qualified IT
Engineers)

To Contribute to Guaranteeing

Business Environment

Objectives at Provisional and

Medium-Term Stage Indicated in
Action Plan 2004 by JICA expert

(See below.)

(- Public information
disclosure
« Good governance

e Growth of FDI

\_

 Industry development

~

J

Activities of
Phases 1to 3



Missions of NIDA

Buildups and Standard- o FOSS e-Learning
Reinforcement ization Development  System

Crucial D2. e-Government Service Deployment
Missions

Organization




Expected Actions for ICT Development at NiDA

Areas [ Crucial Missions

Policy A. National ICT Policy Update }

e-Government
Service
Deployment

Planning B. e-Government Service Deployment }

FOSS Promotion F. FOSS Development

§ NUHESTPMTIEE . Network Infrastructure Development }
cC N
S Mo D GISMS Promotion National
w -
Securit : ICT
S y E. CSIRT (CERT) Evolution Policy
% Update
S
=
O
@)

Human G. e-Learning Buildup Information

Security
Initiatives

Resources .
EVE e H. ITEE Introduction on a Trial Basis

I. Other Institutional Strengthening

J

Perspective & Sustainability =! 4



Structural Aspects of e-Government
Development at Each Ministry

NiDA Ministry A Ministry B Ministry C Ministry N
ICT Policy on General Issues and/or Common Matters (Lead Office: NiDA)
ICT Policy ICT Policy

ICT Policy for e-
Administration

ICT Strategy for
e- Administration ICT Master ICT Master ICT Master ICT Master
Plan Plan Plan Plan
ICT Master
Plan ICT Action ICT Action ICT Action ICT Action
Plan Plan Plan Plan
ICT Action
Plan
ICT-Related ICT-Related ICT-Related ICT-Related
Law System Law System Law System Law System
ICT-Related Development Development Development Development
Law System
Development
ICT System ICT System ICT System
Development

ICT Policy

ICT Policy

ICT Strategy

ICT Strategy

ICT Strategy

ICT Strategy

ICT System
Development

Development

Development

ICT System
Development,
including
GAIS/PAIS ICT HRD ICT HRD ICT HRD ICT HRD
ICT HRD (N N S —

)\ —



Policy Proposal for
the Government of Cambodia
for Drafting National ICT Policy

Policy Pillars and Coverage

ICT Policy 2015 shall be incorporated with the following:

1. ICT Framework
1.1 Develop a national ICT legal and regulatory

framework to ensure a national economic and

social stimuli.

1.2 Develop measures to achieve the e-ASEAN
Framework Agreement, as well as to ensure
efforts to keep pace with the ASEAN level of
ICT technology through the promotion of a
national ICT innovation.

2. ICT Service
2.1 Improve government services through the
application of ICT

2.2 Support the use of ICT in the private sector
and the growth of e-commerce

2.3 Encourage the growth of a national ICT
industry and its links among the ASEAN
region

3. ICT Infrastructure
3.1 Develop a reliable national ICT
infrastructure

4. ICT Development
4.1 Enhance the level of ICT literacy among the
population

4.2 Develop regionally competitive ICT experts
and ICT savvy human resources

4.3 Support WID (Women in Development) in
the ICT Sector

5. Commitment to Global Issues
5.1 Encourage an awareness of ICT as a tool
for fighting global warming



e-Government Service

GAIS + PAIS 1/2 + RAIS = NAIS

GAIS: Government AIS (Core) B aS ed O n NA I S/N I I

PAIS 1: Provincial AIS (10 provinces)

PAIS 2: Expansion of PAIS 1 (14 provinces) P I atf O r m

RAIS: Rural AIS
NAIS: National AIS 7
e-Government

AIS Platform Deployment: De p I Oy m e N t CO N C e pt

Development

[ruswdojanaq suoneoijddy]

I N l ‘
% !\le\I/v(jng|ces Newservices ot s® Utilization of
é- |Cr;c uS ing including PAIS ot DY AIS platform
g ol enhancement J\bv?services . .
S |enhancement . ®| “including PAIS New services including
o
= e® T RAIS enhancement
=% s
>
« PAIS
GAIS PAIS Expansion RAIS
I NI (Expansion) (Expansion) D
NAIS
| Phase 1 Phase 2 Phase 3 Phase 4 D
|‘ i b i g NIl
Service Deployment over Existing

NIl Expansion



The Idea on Materializing e-Government
Project at NiDA

2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 [ 2020
As far as coverable, PAIS Expansion and [ Phase? | hanced
Future Action NAIS Development Projects shall include ervices
Work for Portal Enhancement
| Phase 6 |
-Phase 3 : i
Enhancemen ' .
ancement Enhanc Iness 3
Framework Gov't Por ortal
Cloud Common on-line Use of Cloud Computing will be able to solve the difficulties
Com puti ng appllcatlon mterface and then materialize an entire e-Government service platform
\ 7 :
Expected NiDA | Phase 4 HD PAIS Expana@ |:| ] | NAIS Developmb
Projects .
|:||:|| JlCA Phase 2** * not p|edged yet
Phase 1 | s ** pbeing requested
Enabli Enabllng - | e
na Ing 1. ICT Management > Environment ° s
Environment 5 ICT HRD et | — >
Framework
3. NIl Operatio& oo "
4 programs . } Ls
18 projects 4. Standards & Documentation = |——
; ; i ‘ Phase




Information Security Strengthening
Program toward Establishing NISC

rarger (1 NSE (atonamormton |
A 4 Phase 3

]

[ |

[ |

[ |

[ |

[ |

. Phase 2

[ |

[ ISMTT Committee

: (GISMCQC)

[ |

[ |
 CSIRT: Computer Security Incident Phase 1
Response Team )
« ISMTT: Information Security (On-going JICA
Management Technical Team Project)

» CIP-TF: Critical Infrastructure Protection
Task Force

» NiSC: National Information Security
Center




Information Security Strengthening at
RGC Considering Transition

Organizations in
charge

A

State Level Control

T A
ISMTT NISC
Government Level Committee huture)
Control (GISMC)
(proceeding)
CIP-TF
[ Watchdog/Guard dog ey — (near future)
v v l v

A 4

d
<«

CIC (near future
( ) » CIP-TF: Critical Infrastructure Protection

Kh-GCERT Task Force
(under construction) « CIC: Cybersecurity Information Center

« NISC: National Information Security

CamCERT Center 10
(existing)



Evolution of GISMS

GISMS: Government Information Security Management System
ISMTT: Information Security Management Technical Team of NiDA

Phase X
GISMS X.X

1) Phase 3
GISMS 3.X oF

*

Phase 2

Phase 1
Improvement| - <y1s1 0 Rev .1

ISMTT
Est.

GISMS 2.x‘.’

*

*

*

“ A

Evolution

7y Further
Extent

Encryption
and PKI

Servers
and
Network

Client PC

l ‘

«
<
«

Promotion and Dissemination ——

D Covered by JICA CD Project
11



CSIRT (CERT) Evolution

CSIRT Functions

 Initiative for critical
infrastructure protection

Kh-GCERT CamCERT

e Coordination with
international CERTSs

*  Enhancement of capability Leve Contact of Information Publishing Relationship
of analysis of malware Cambodia Building
and/or virus Security Assessment

» Information security training
for business people

» Information security . PrOO?_Ct':}’- Proactive Services Proactive Services
o oordination
awareness raising for end o
9 Leve with other Awareness Raising

users

CERT teams ..
« Coordination with law Conduct Training

enforcement to fight against
cybercrimes

Work with Law Enforcement (Forensics)

) ) ) To become one
* R&D on information security, of active CERTs

including development of Lev in ASEAN
tools and systems TR Critical Infrastructure Protection

Advanced Services (Malware analysis)

* Operate GSOC Research and Development
(Government Security
Operation Center) in the
future

12



A Need of Qualified IT HRD
(Background of ITEE Implementation)

Where your IT development is advancing ?

Qualiy Qualified
_ Injection of IT [T HRD Self-development of
High Engineers Exam ! software—EXxporting
i IT products
IT development under
Middle outsourcing and/or
subcontracting business
Low Takeoff of IT
development
2000 2007 2014 ]
Stage 1 Stage 2 Stage 3
Quantity (Year)

13



A Need of Qualified IT HRD
(Actions for Substantial ITEE Implementation)

1. Establishment of Implementing Organization
(CITEC) for IT Engineers Examination (ITEE)

CITEC: Cambodia IT Engineers Examination Center

2. Preparation of educational materials in Khmer
language

3. Preparation of ICT glossary (NiDA version 1.0)
4. Starting a study on ITSS (IT Skill Standard)

14



e-Learning Development
at NIDA toward Building up
e-Tech College

Keys to be Considered by NiDA:

 Learning management Evolution
» Contents development «
* Lateral spread to any organization Public R
.
K
0“
A Training providers ’.‘

Variation ’."

* Registration category Government staﬁ;,

® Course registration and o *

enrollment O

* |_earning management ¢

* Course design _

* Tuition fee NIDA staff

N
»

Service providing coverage 15



Reinforcement of the Organization
by Taskforces

Public Relations Taskforce
Team

The Existing Organization

Skillpath Strengthening
Taskforce Team

Planning Taskforce Team

ice)

O & M Strengthening
Taskforce Team

Institutional strengthening of NiDA shall
always be the top action agenda, on behalf
of RGC in ICT field, being ready to serve Cyber Law Study Team
as civil servants, with users eyes, pursuing
efficiency and effectiveness in service,

. : . Glossary Preparation Team
considering sustainable development of ARL

NiDA.



Main Activities of the 6 Taskforces

1)

2)

3)

Public Relations Taskforce Team

To promote utilization of PAIS/NII
platform by other ministries, authorities
and organizations, including seminars,
publications and campaigns

To publicize activities, roles and

outputs of NiDA to the public and other
organizations.

Skillpath Strengthening Taskforce Team

To build up a unified Personnel
Resource Management Scheme,
utilizing e-Learning system, etc.

To study skillpath method for
personnel management

To realize person-to-person skillpath
development management for NIDA
personnel.

Planning Taskforce Team

To maximize effectiveness and
efficiency of work of NiDA with
minimum costs, planning is
indispensable and essential.

Especially, planning for next project(s)
is important in order to make it clear
what is scope of work of the project(s),
taking into account benefit of the
project implementation.

To prepare planning tools step by step

4)

5)

6)

O&M Strengthening Taskforce Team

Since NiDA now possesses PAIS/NII, a
kind of national ICT resource, constructing
proper O&M structure is essential. Itis
required to study and construct a suitable
O&M structure based on the result
considering sustainability of PAIS/NII
platform.

Cyber Law Study Team

To study roles of NiDA in connection with
cyber law development, including digital
forensics, toward present and future
information society of Cambodia.

ICT Glossary Preparation Team

It is the time that NiDA should prepare a
Glossary for ICT Technical Terms as its
own version so that not only NiDA
personnel but also other government
officials will be benefitted from the glossary.
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Thank you for your cooperation.

Dr. PHU Leewood
leewood_phu@nida.gov.kh



